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1. Purpose

This document outlines the storage and retention infrastructure used by _ to
manage and safeguard data efficiently. It provides a detailed overview of our storage
infrastructure, backup systems, backup retention practices, and email retention policies.

By establishing clear guidelines for data storage and retention, we ensure compliance with
regulatory requirements, optimize data accessibility, and enhance security. This document serves
as a foundational reference for understating how - maintains data integrity, availability,
and longer-term reliability across its systems.

2. Scope

Key processes that are in scope for this document are:

Storage infrastructure
Backup infrastructure
Backup retention
Email retention

3. Storage infrastructure

_ storage infrastructure employs a comprehensive system to retain data across file
systems, database systems, and application platforms.

This approach aligns with _ Required Books and Records Policy, ensuring regulatory
compliance.

In cases where a system is unable to meet policy requirements due to technical limitations, a full
backup of the data is maintained for a period of seven years to satisfy compliance obligations.

_ has two datacenter sites, New York (NY) and Hawthorne (HA). Each site has its own
local storage infrastructure.

e New York (NY) is the primary site, hosting mission-critical systems and services.
e Hawthorne (HA) is the secondary site, supporting redundancy and disaster recovery.

At the NY site, most systems are configured with daily backup jobs that are scheduled and
executed to support rapid recovery and facilitate seamless failover in the event of a disaster. In
such scenarios, the backup system assumes the primary role. Operational configurations are
adjusted accordingly to maintain continuity at the backup site.

Certain storage volumes, however, are not set up for automatic replication. These volumes
depend on application-level mechanisms to manage data protection and ensure the integrity of
backups.
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US NETWORK INFRASTRUCTURE

1. Introduction

This document provides details on the current - network infrastructure in the United
States.

In Q4 of 2023, |l initiated a network infrastructure hardware refresh as part of its Life
Cycle Management strategy. This refresh focused on updating Cisco hardware and was
completed in Q2 of 2024 for the datacenters at:

. Ave, New Yok, NY
) Drive, Hawthorne, NY (Disaster Recovery location)

1.1. Infrastructure upgrades

The IT infrastructure team built and implemented new COREs using Cisco Nexus 93360YC-FX2
switches, replacing the previous Cisco Nexus 931280YC-FX switches.

The Cisco Nexus 93360YC-FX2 leaf switch is a 2-Rack (2RU) Leaf switch that supports:

e 7.5 Tbps of bandwidth and 2.4 billion packets per second (bpps), across
e 96 fixed 10/25G SFP+ ports and 12 fixed 40/100G QSFP28 ports

The 96 downlink ports support 1, 10, and 25 Gbps, while the 12 uplink ports can be configured for
40 or 100 Gbps, offering flexible migration options.

Compared to the Cisco Nexus 931280YC-FX, the Nexus Cisco 93360YC-FX2 provides:

e Twice the total bandwidth
e Higher port capacity
¢ Areduced physical footprint (by 1 RU) while maintaining similar power consumption

1.2. Switch deployment

The - infrastructure team also deployed Cisco Catalyst 9300X, 9400, 9300, and 9200
switches to replace most of the Catalyst 9300 models.

The new Cisco Catalyst 9300X series switches offer:

e Improved bandwidth options for 1Gb, 2.5Gb, 5Gb, and 10Gb

e Twice the switch stacking bandwidth and switching capacity

e Higher PoE delivery support, compared to the previous 1GB-only user port speeds in
Catalyst 9300 models

e Optional 10Gb support for user switch ports
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BUSINESS PROCESS MANUAL

1. Introduction

This Business Process Manual (BPM) outlines the physical security processes for _
u.S.

2. Objective

The objectives of this manual are to:

1. Provide clarity
Explain what we do and why.
Identify individuals involved.
Define decision-making roles.
Clarify responsibilities and accountability.
Show how each process supports quality assurance.
2. Support effective operations
e Support understanding of how processes work.
e Ensure consistency and quality by using standard procedures.
e Reduce risks through standardized, repeatable processes.
3. Reinforce security operations
Physical security is key to -’s broader information security program. It helps
protect physical data, hardware, and infrastructure at all - US locations.

3. Scope

This BPM describes the physical security processes for- locations in the United States
and Asia.

The processes are designed to:

e Establish an appropriate level of physical security.
e Monitor and asses security risks.
e Respond to risks that exceed the - thresholds.

3.1. Demarcation access processes

Access to general office areas—by employees, external parties, and visitors—is controlled by
designated office management functions at both the US and Asia locations.

The same functions also manage access to critical areas needed for specific office management
services. These services include:

e Technical maintenance

e Security and safety

e (leaning, catering, and plant care

e Emergency and incident response (see Managing and maintaining after-hours emergency
access)
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PHYSICAL ACCESS MANAGEMENT

1. Introduction

Physical access management aims to reduce the risk of theft, tampering, or unauthorized
exposure. Restricting access to critical areas:

Protects sensitive assets

Ensures employee safety

Supports regulatory compliance

Aligns people, procedures, and systems
Protects digital infrastructure

The - IT-controlled access rooms house critical corporate computing and networking
resources. Access is strictly controlled to protect:

e Physical equipment from damage or theft.
e Enterprise data from unauthorized use, accidental exposure, or malicious threats.

Access will be granted only when a legitimate business need is demonstrated.
This document outlines the criteria for granting access to specific individuals or groups.

Failure to follow these policies may result in disciplinary actions. If an external party violates these
policies, it may lead to termination of agreements and possible legal action.

2. Scope

The scope of this document includes:

e (Controlled and logged access

e Fire suppression equipment and alarms

e Uninterrupted power sources (UPS)

e Other features necessary to protect the mission-critical resources

The policies described in this document are designed to maintain a secure and safe environment.
All individuals working in or visiting the IT controlled access room must follow these procedures.

Anyone requesting access or performing work in these rooms must understand and agree to the
outlined policies and procedures.

This document provides essential information for employees, excerpted from the -’s
Corporate Information Security Standards.

3. Access control

Access to IT controlled access rooms is strictly managed to ensure security.
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PHYSICAL ACCESS POLICY

1. Overview

Physical access is a shared responsibility among management, technical support staff, system
administrators, and security personnel. Managing and monitoring physical access to facilities is
essential for- security. It helps to protect both sensitive information and employee
safety.

2. Purpose

This policy sets clear rules for management, control, monitoring, and removal of physical access
to [N staff.

3. Scope
This policy applies to all - staff and covers:

Management responsibilities
Key access and card systems
Visitor and guess access
Confidential area access
Physical site access
Contractor requirements

e Unescorted access

4. Policy

Physical access to company facilities, information assets, and processing systems shall be
governed by structured controls in accordance with ISO/IEC 27001:2022 Annex A.7.

Secure areas must be protected by defined perimeters, monitored entry points, and role-based
access assignments to prevent unauthorized access, damage, or interference.

All personnel, contractors, and visitors are subject to authentication, escort protocols, and access
reviews. Access rights shall be granted based on documented business need and reviewed
periodically to ensure alignment with risk management objectives.

Any attempt to bypass physical controls will be treated as a security incident and escalated per
the organization’s ISMS procedures.

4.1. General overview

This section provides a general overview of the policy content.
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INFORMATION SECURITY INCIDENT MANAGEMENT

2. Introduction

Information security is built on a key principle: _ must protect its data and
information from risks. assets are critical to its operations.

follows the IRM framework to manage information security. This framework aligns with
’s overall strategy and complies with corporate policies.

3. Incident management objectives

This control requires - to establish a process for reporting, assessing, responding to, and
learning from information security incidents.

The Information Security Incident Management (ISIM) is part of the broader Information Security
Management System (ISMS) framework.

The - ISIM has three main objectives:

1. Establish a clear Administrative Organization and Internal Control (AO/IC). The manual
provides:
e (lear and detailed process descriptions
e Pre-defined roles, responsibilities, and accountability

Insight into how data moves through -

Identification of risks and ways to control them

e Support for the execution and evaluation of controls within ISAE3402 auditing
framework

2. Improve business processes
The manual supports ongoing improvements by analyzing current process designs and
performance. It serves as a foundation for future business process improvements.

3. Communicate key business activities
The manual explains what activities - performs, how they are carried out, and
who is responsible. It helps all employees understand - processes and promotes
the use of consistent terminology. This ensures clear communication about roles, risks,
controls, and quality standards.

3.1. Incident response manual design principles

This business process manual focuses on Information Technology. Like all process domains, it is
part of a larger end-to-end process chain.

This connection is important for all business process manuals. The COO, Process Management
department ensures that existing and new manuals are properly aligned.
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INCIDENT RESPONSE PLAYBOOK: RANSOMWARE

1. Introduction

Ransomware is often delivered through an unsolicited email—either from a known or unknown
sender—as an attachment. It can also be injected into a user’s browser session through a web
browser vulnerability.

Threat actors exploit these vulnerabilities using tools to compromise systems and plant “web-
shells” or “backdoors”, or remote access trojans. These tactics allow them to further infiltrate
the victim’s systems and network infrastructure.

Once attackers gain an initial foothold in the network, they plan lateral movement, escalate
privileges, and deploy ransomware across as many devises as possible.

Due to these common infection methods, employee education plays a crucial role in prevention
efforts.

2. Objective

The primary goal of this document is to provide guidance on:

e Detecting incidents

e Determining the impact and involving stakeholders
e Containing and eradicating the threat

e Resuming a secure service delivery

This playbook is designed to facilitate a quick and effective response during threats, disruptions,
or disasters that can impact _ operations.

3. Scope

This document focuses specifically on digital assets and data access. It applies to - u.s.
and provides guidance on detecting, analyzing, containing, eradicating, and recovering from
ransomware incidents.

Ransomware typically begins on workstations (desktops and laptops) but can spread to servers
and storage clusters. This playbook is intended for everyone who owns or administers
workstations, servers, networks, or domains.

3.1.  Out of scope

The preparation and lessons-learned phases of the incident lifecycle as defined by NIST, are not
within the scope of this document.

4. Goals

This document is a strategic blueprint designed to minimize chaos, contain damage, and
accelerate recovery. It aims to achieve:
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2025 GLOBAL BUSINESS CONTINUITY & DISASTER RECOVERY

1. Introduction

The Disaster Recovery (DR) Test Plan defines how - U.S. tests its disaster recovery capabilities.
The goal is to confirm the DR plan works as intended to restore critical systems and data after a
disruption. This test plan helps to reduce downtime, limit data loss, and minimize operational impact.

2. Testplan overview

This chapter defines the structure and key components of the DR test plan. It outlines the plan’s purpose,
objectives, scope, and steps required to prepare for, simulate, and carry out the test effectively.

2.1.  Objectives

This section lists the core goals of the DR test. These objectives help measure the plan’s effectiveness and
guide improvements in disaster preparedness. This plan has five main objectives:

-

Confirm that DR procedures function as expected.

2. Assess the efficiency of recovery processes.
3. Measure Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO).
4. ldentify weaknesses and opportunities to improve the DR strategy.
5. Ensure compliance with relevant regulations and industry best practices.
2.2. Scope

This section describes the boundaries of the DR test. It defines what systems and events are included and
how the simulated environment will operate. The test includes the following scenarios and components:

1. Simulate a disaster that requires third-party offsite data restoration, including events such as
hardware failure or data corruption from a cyberattack.

2. Include all critical systems, applications, databases, and infrastructure components listed in the
DR plan.

3. Evaluate both planned and unplanned failover procedures.
4. Use atest environment that mirrors production without affecting live operations.

2.3. Out of scope considerations

Items excluded from the DR test include:

1. Full business continuity activation
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BUSINESS CONTINUITY MANAGEMENT

1. Overview

_ U.S. relies heavily on technology to support its business processes, whether directly or
indirectly. Any disruption in technical infrastructure can lead to interruptions in business operations,
potentially causing financial loss. To mitigate these risks, - has implemented measures to reduce
the impact of technology-related disruptions.

Business Continuity Management (BCM) is designed to minimize the effects of business process
interruptions. This involves analyzing the core processes, supporting systems, third-party services, critical
data, and infrastructure. Through careful planning, _ ensures this essential process can
resume within an acceptable recovery time.

Most of these business operations take place in specific locations. _’s primary office is in
New York, NY. To minimize disruptions, - U.S. has a dedicated disaster recovery site in
Hawthorne, NY, which serves as backup if the main office becomes unavailable.

This chapter outlines _ U.S. business continuity measures, providing a brief overview of key
considerations that should be addressed in a BCM plan, in accordance with industry best practices.

1.1. BCM program

The - U.S. Business Continuity Management program follows industry standards and best
practices including ISO 22301, COBIT, and ISAE 3402.

ISO 22301 was introduced to replace BS 25999-2, establishing an international standard to help
organizations prepare for disasters and enhance resilience.

Like other ISO standards, I1SO 22301 follows the Plan-Do-Check-ACT (PDCA) model (see Figure 2).

Below are the ISO, IT governance, and risk management standards used to develop -’s u.s.
Business Continuity Management program.

e Planning

e Establishing

e Implementing
e Operating

e Monitoring

e Reviewing

e Maintaining
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CRISIS MANAGEMENT PLAN

1. Overview

_ is responsible for managing crises that affect the NYC office. Disasters or
emergencies can occur suddenly, overwhelming normal operational and support services.

During a crisis, || | Il nc<ds clear processes for emergency response and recovery. To
address such emergencies, _ U.S. has established emergency response procedures.
These procedures provide guidelines for immediate actions and operations during an emergency or
disaster.

To respond to any crisis, _ has formed a Crisis Management Team (CMT). This team
addresses and responds to disasters. The CMT includes key business stakeholders and is led by a
designated Crisis Team manager.

All CMT members and their backups must be reachable. _ provides company-owned
cell phones to ensure accessibility. The team’s responsibilities include declaring a disaster (which
starts the business continuity recovery), coordinating of business continuity recovery activities, and
communicating with stakeholders.

2. Purpose

This plan outlines the management structure, key responsibilities, emergency assighments, and
general procedures to follow during and immediately after an emergency. _ created
this plan to address the immediate needs during a major disaster or emergency. In such situations,
normal operations are interrupted, and special measures are necessary.

The plan’s goals are to:

1. Protect human life, health, and well-being.
2. Minimize loss, damage, or disruption to _ facilities, resources, and operations.
3. Manage immediate communication and information about emergency response operations
and office safety.
Provide essential services and operations.
5. Analyze information to support decision-making and action plans.

This plan does not replace safety, response, or building emergency management procedures. Instead,
it adds to them by providing a crisis management structure. Its immediate focus is on _
management’s response operations and the early transition to recovery operations.
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